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Business Owners

Security Buyer’s

Guide

You’re a business owner. That means you wear a lot of hats — including that
of the security manager.

Video - p.3

Access Control - p.5

One of your many jobs is to protect your customers, employees, property and
inventory. But if you’re like most people, the choices and terminology related
to security can be overwhelming.
So what do you do? You could go with the first local provider in a Google
search and hope for the best. Or you can spend a few minutes educating
yourself to ask some tough questions.

Intrusions - p.6

We think we can help. We’ve assembled a security primer — a business
owner’s buyer’s guide — to help you get a handle on this. Consider this
Security 101 with a brief look at the four areas most likely to impact
your business everyday — video, access control, intrusion and fire
suppression.
Our goal is to help you make the best security choices. And that
should give you one less thing to worry about.

Fire Alarms - p.7
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Video Signals What you should know.
Over the past decade video surveillance has
become more effective, flexible and affordable. As
a result, cameras are everywhere — at airports, on
city streets and in businesses large and small. Here
are few things you should know before starting,
expanding or upgrading a video system for your
business.
Cameras generally are available in two
technology choices:
Analog: This refers to a communication
and recording method based on
decades-old standard broadcast
technology. Think of analog cameras
as the TVs before flat screens. Analog
cameras are still in wide use, but the picture
resolution and frame rates (both determine how
much detail you can see) are limited. Also, analog
cameras need an AC electrical outlet nearby making
remote installations expensive or even impossible.

■

Analog cameras have proven to be effective in
recording in various lighting conditions

IP (Internet Protocol): IP cameras
see the world digitally with all pictures
broken into a series of 0s and 1s. They
become part of a business’ computer
network. IP cameras have higher resolution and may
offer motion detection and recording capabilities
built into the camera. As part of the network, they
receive their power over an Ethernet cable (Power
over Ethernet or PoE) so you don’t have to worry
about the nearest electrical outlet.

In general, either type of camera can:

■
■
■
■

Act as a deterrent since criminals don’t like to
like to have their images recorded
Provide recorded video for review of a crime
Allow police to get live views of your business
during an emergency
Help debunk liability claims such as slip-and-falls

Many security camera customers find added uses
for their investment. For example, businesses that
must meet government regulations on hazardous
waste storage can provide video evidence to show
compliance.
Other businesses use security cameras to help
with the training of employees on safety issues,
customer service, and other critical policies and
procedures specific to a business.
Many retail users find cameras provide marketing
insights on customer shopping patterns that can
lead to better product placement and promotions.
When choosing between analog and IP cameras,
here are some points to consider:		

■

■

Analog cameras might be the right choice for
small, basic surveillance systems. The cameras
are relatively inexpensive, but they lack some
features offered by IP cameras.
Analog cameras have traditionally been thought
to be better for recording in low-light conditions,

but recent improvements to IP camera sensors
made the difference negligible.

■

IP cameras provide higher resolution for sharper
video. They are scalable, meaning it’s easier to
add cameras by simply plugging into an existing
network. And they can be installed in areas
without AC electric power. While still more
expensive than analog models, IP cameras
provide more value for the money and the price
gap with analog technology is closing.

Computer chips at the heart of an IP camera can
also allow it to both view and record images and
contain analytics that might include facial recognition
to warn of known criminals entering your facility.
IP cameras represent the future of security video.
Just as digital still cameras replaced film models,
IP technology will ultimately replace analog.
Fortunately, many of today’s security components
include converters allowing for a mix of IP and
analog cameras in the same system.

Tip:
Although
IP cameras
represent the future
of security video
and will ultimately
replace analog,
both can be used
simultaneously.
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Video Cameras and Recorders
Specialty Cameras: Cameras come in a variety of
sizes and shapes (forms) to fit your building. Pan-tiltzoom (PTZ) cameras add flexibility by allowing you
to remotely move the lens to follow movement to
either side or above and below. Zooming provides a
closer look at distant objects. PTZs are available in
both analog and IP versions.

The recording of video surveillance cameras has
come a long way since the days of the VCR, which
is virtually extinct. Recorded video allows a business
owner to review activities for a variety of purposes
and share recordings with police if a potentially
criminal event occurs. Here’s a look at the top
recording technologies.

If your business requires very high-resolution video,
megapixel IP cameras can provide them. Infrared
cameras capture radiation beyond the visible
spectrum to provide images in low-light or even nolight conditions. New 360-degree cameras display
the entire area below as two 180-degree panoramic
images.

DVR: (Digital Video Recorder) A DVR converts
images from analog cameras into a digital format
to be stored on a hard drive. That doesn’t improve
the resolution or frame rate, but the new images
can be remotely viewed via the Internet using a PC,
Smartphone or tablet.

■

PTZ cameras add flexibility to a surveillance
system at a reasonable cost. However, some of
the newer technologies are expensive and are only
recommended for businesses with very specific
needs.
			

Tip:
Megapixel cameras are
a good choice when
recording fine detail,
such as license plate
numbers, is required.

HDVR: (Hybrid Digital Video Recorder) HDVRs can
simultaneously record both analog and IP video
surveillance cameras. Otherwise, they look and
operate much like a standard DVR.
NVR: (Network Video Recorder) NVRs are
customized servers developed to record IP cameras
on the network. NVRs lack dedicated monitors and
keyboards. All video viewing and management
takes place over the network via a PC or mobile
device. Unlike a DVR, the NVR doesn’t require direct
cameras connections as the video passes over the
network.
Points to Consider

■

■

■

An HDVR allows a business to add IP cameras to
an existing analog system as the budget permits.
This can be a smart choice for businesses
expecting to grow and needing the added
capabilities of IP technology.
NVRs work for total IP-based systems. They
offer the benefits of a DVR or HDVR with added
flexibility. Typically, NVRs are typically used by
larger businesses.

More Storage Options
More cameras create more video. That’s why more
businesses are turning to Internet-based cloud
storage. A third party provides offsite storage
devices that are accessible to a business owner
with a password and a PC or mobile device. Some
companies also offer hosted video with more ways
to manage a video surveillance system. Both choices
eliminate the need to maintain onsite recording
devices.

■

Cloud-based storage has proven to be safe, secure
and easy to access. Also, the price of storage
continues to drop. Although more expensive, the
hosted option lets professionals handle the video
while you can do what you do best – run your
business.

DVRs are a good choice for an analog camera
system. They are fairly inexpensive, easy to
operate and generally dependable.
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Access Control
Access control is all about keeping people away
from the areas of your business where they don’t
belong. That might include a late-night burglar at your
backdoor or a supply vendor wandering into your
executive offices.
Locks: The humble lock still plays an important role in
protecting your facility. Many of today’s strong, antipick locks now open with key cards or keypads. Your
business may require keeping a public entrance open
all day, but be sure to lock all other exterior doors and
keep them locked.

■

quickly and inexpensively replaced if lost or stolen.
Cards can be added or subtracted in minutes as
employees are added and terminated. Each card can
be programmed with individual restrictions giving
the holder access only to specific doors on certain
days and times. In a traditional system, your business
purchases the required control panel, card readers,
servers and software. The business also maintains
the employee database.

■

Also consider locking important interior areas such
as computer rooms, supply storage and executive
offices.

These systems aren’t inexpensive, but they
provide a very valuable extra layer of security.
And you can begin by protecting a single door and
easily add to the system as your business grows.

Video Intercom: Video intercoms allow your
employees to communicate with visitors still on the
other side of a locked door or gate. These units are
ideal for front entries, loading docks and executive
offices. If the visitor is approved for entry, the door/
gate will open with the push of a button.

Hosted Access Control: Many business owners
prefer the option of hosted access control. In
this scenario, a security vendor provides a web
portal, along with the installation, monitoring and
maintenance of the control panel and card readers.
You just create and delete cards as employees are
hired or terminated.

■

■

Video intercoms are relatively inexpensive, easy
to use and provide an added layer of security at
critical entries.

Allowing professionals to provide your access
control needs makes sense for a number of
business owners. Hosted service may even
provide a more robust system at a lower price.

Traditional Access Control: An access control
system provides your employees and regular vendors
with badges that act like keys to open both interior
and exterior doors. But unlike keys, they can be
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Intrusion
It only takes seconds for a criminal to break a window
or smash through a door to get into your facility.
There are more than 1,500 non-residential burglaries
each day in the U.S. – or more than one every
minute.1 And crime is estimated to be a factor in as
many as 30 percent of business failures.2 It doesn’t
take long to see how important it is to protect your
business from intruders.

last entered or left your building after hours. Also,
carefully train your staff on the use of the panel.

■

Prices for the installation, maintenance and
monitoring of a system are generally very
reasonable and a good investment. A majority
of criminals surveyed said they try to avoid
businesses with alarm systems.3

There Are
More Than

Here’s a look at some of the components
that make up the intrusion layer.

1,500

Sensors: Sensors are designed to detect activity.
Once activated they may initiate an alarm, turn on
lights or directly signal a monitoring station. There are
many types of sensors, including those that sense
breaking glass if a door is opened. You’ll probably
be interested in motion sensors that use wireless
technologies to detect an intruder.

Non-Residential

Burglaries

Each Day in

the U.S.

Central Station Alarm: Many businesses
owners prefer the peace of mind that comes with
professionals monitoring their alarm system 24/7.
Sensor signals are sent to the station over phone line
or cellular connections. When an alarm is received,
station personnel will notify you or your chosen
representative and then local law enforcement.
Control Panel: Intrusion alarm systems are activated
or disarmed by entering a code into a control keypad.
Here’s some advice; only give codes to a small,
trusted group of employees. And give each person
his or her own code. That will let you know who

Tip:

Some police departments say up to 98%
of intrusion alarms are false – most often
the result of user error.
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Fire Alarms
This is the one area of security and safety where
your participation may not be optional. Virtually all
municipalities apply their own regulations for fire
protection. A fire can be deadly, not only to your
employees and customers, but also to your business.
Here’s a look at what you can do to help protect your
business.
Manual Fire Alarm Systems: There are some things
you and your employees can do if you discover fire.
Pull stations or glass-break stations can directly notify
the local fire department. Those stations can also
activate horns and strobes to warn employees and
customers to evacuate. Fire extinguishers can help
put out a small fire before it escalates.
Automatic Fire Detection System: You can’t be in
every part of your business all day, every day. That’s
why you need an automatic fire detection system.
Sensors activated by heat and/or smoke can trigger
PA announcements, integrated lighting and signage

Tip:
A system that
doesn’t work
is no better
than not
having one.

that will help accelerate an evacuation. If local laws
require a sprinkler system for your business, the
sensor will active them.
Central Station Monitoring: It makes sense to
have professionals monitor your fire system. Similar
to the signal received from a burglar alarm system,
experienced staff receive a signal from the fire
system panels to help reduce damage through rapid
notification of first responders.

■

■

Failure to meet local codes can lead to a fire
marshal shutting down your business for 30 days
or more. It’s been estimated that about 25 percent
of businesses don’t reopen after a major disaster
such as a fire. Even those businesses that survive
can lose customers and valuable employees
during a shutdown.

25%

of Businesses

Don’t Reopen
After a Major

Disaster

4

One piece of advice: strongly consider a
maintenance agreement with a respected fire
suppression vendor to regularly inspect and
service your system. A system that doesn’t work
is no better than not having one. The same is
true of your video, access control and intrusion
systems – maintenance agreements can save
lives and money.
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Choosing the Right Partner
This buyer’s guide isn’t intended to include all the
equipment and services you may need to protect
your business. But we hope this will help you better
understand the security options for your business
that can help you make informed decisions that meet
your needs and requirements.
But before making any decisions, it’s wise to begin
with a security review conducted by an experienced
professional. That review will assess your current
security equipment and plans and point out where
you might need to make improvements. That way
you can make your security investments based on
those areas where you most need help.
Choosing the right integrator to become your
security partner is also an important decision.
Tyco Integrated Security is North America’s leading
commercial security integrator, providing security and
business optimization services to more than 500,000
customers. With more than 10,000 employees
throughout the U.S. and Canada, Tyco Integrated
Security will be there when you need it.

1. FBI 2011 Uniform Crime Report
2. US Chamber of Commerce
3. http://www.esaweb.org/news/124964/Through-the-Eyes-of-an-Intruder.htm
4. SBA.gov - Planning for Disasters in Advance

Tip:

Familiarizing yourself with a few basic key features
of the security industry can be a big help in
choosing the right security business partner for
you and your company.

Call 1.800.2.TYCO.IS (1.800.289.2647) for more information or visit us at www.tycois.com.
© 2014 Tyco. All rights reserved. Tyco is a registered mark. Unauthorized use is strictly prohibited. License information available at www.tycois.com.
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